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ABSTRACT

Currently, global disease diagnosis is prevalent, and the evaluation of digital medical images (M) is integral
to Intelligent Medical Systems (IMS), which facilitates the early diagnosis and treatment of prevalent and
severe illnesses. In this scenario, modifying or altering just one pixel of an MI during transmission across an
insecure channel might result in an erroneous diagnosis, jeopardizing patient health and causing detrimental
delays. Consequently, transmitting IMS multimedia information to healthcare providers presents several
security issues. This study presents a Multimedia Data Processing framework using Embedded Elliptic Curve
Cryptography (MDP-EECC) inside an IMS. The suggested MDP architecture comprises an Edge Level (EL), a
Fog Computing (FC) stage, a Cloud computing Storage (CS) level, and a Blockchain (BC) tier. The EL gathers
and transmits regular health data from the patient to the upper layer. The multimedia information from the
EL is safely stored in BC-assisted CS via FC nodes using simple cryptography. Medical professionals conduct
secure searches of such data for therapy or monitoring purposes. Inexpensive cryptographic methods are
suggested via the use of Elliptic Curve Cryptography (ECC) with ECC-Diffie-Hellman (ECDH) and ECC-Digital
Signature (ECDS) algorithms to ensure the security of MDP while preserving privacy. The suggested approach
is tested using publicly accessible chest X-ray pictures. The efficacy of the suggested version is assessed and
validated via comprehensive experimentation using the latest security techniques available. Compared to
state-of-the-art approaches, the suggested version demonstrates superior security characteristics and can
withstand different known assaults.

Keywords: Data Processing; Multimedia; Cloud Computing; Edge; Blockchain; Elliptic Curve Cryptography;
Intelligent Medical Systems.

RESUMEN

En la actualidad, el diagndstico global de enfermedades esta muy extendido, y la evaluacion de imagenes
médicas digitales (IM) forma parte integral de los Sistemas Médicos Inteligentes (SMI), que facilitan el
diagnostico precoz y el tratamiento de enfermedades prevalentes y graves. En este escenario, la modificacion
o alteracion de un solo pixel de una IM durante la transmision a través de un canal inseguro podria dar lugar
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a un diagnostico erréneo, poniendo en peligro la salud del paciente y causando retrasos perjudiciales. En
consecuencia, la transmision de informacion multimedia IMS a los proveedores de asistencia sanitaria presenta
varios problemas de seguridad. Este estudio presenta un marco de procesamiento de datos multimedia
mediante criptografia de curva eliptica incorporada (MDP-EECC) dentro de un IMS. La arquitectura MDP
sugerida comprende un nivel Edge (EL), una etapa Fog Computing (FC), un nivel Cloud Computing Storage
(CS) y un nivel Blockchain (BC). EL EL recopila y transmite los datos sanitarios periodicos del paciente al nivel
superior. La informacion multimedia procedente del EL se almacena de forma segura en el CS asistido por BC
a través de nodos FC utilizando criptografia simple. Los profesionales médicos realizan busquedas seguras
de estos datos con fines terapéuticos o de seguimiento. Se sugieren métodos criptograficos econdémicos
mediante el uso de criptografia de curva eliptica (ECC) con algoritmos ECC-Diffie-Hellman (ECDH) y ECC-
Firma Digital (ECDS) para garantizar la seguridad del MDP preservando la privacidad. El método propuesto
se prueba con radiografias de torax de acceso publico. La eficacia de la version propuesta se evallia y valida
mediante experimentos exhaustivos en los que se utilizan las Ultimas técnicas de seguridad disponibles.
En comparacion con los enfoques mas avanzados, la version propuesta demuestra unas caracteristicas de
seguridad superiores y puede resistir diferentes ataques conocidos.

Palabras clave: Procesamiento de Datos; Multimedia; Cloud Computing; Edge; Blockchain; Criptografia de
Curva Eliptica; Sistemas Médicos Inteligentes.

INTRODUCTION

The dissemination of biological knowledge is a significant advancement for developing innovative therapies
and treatments for illnesses in contemporary cultures and organized groups. The primary factors supporting
the IMS are digitization, digital storage, and specialists’ online access to Ml data. Patients own exclusive
ownership of electronic health information generated by hospitals after their visits. Sharing information
enhances the value of unexplored possibilities, which is attributable to the advent of the technological age and
the accumulation of vast data quantities that have initiated the era of big data. With appropriate incentives,
companies that gather, process, evaluate, store, and share data with other stakeholders have emerged
due to the value of information and the significance of its distribution. This has captured the interest of
several businesses, particularly regarding CS and processing methods, data analysis, and authenticity, leading
conventional industries to rely on data for their business activities and viability. Cloud vendors must let clients
exchange and explore MI data stored in their libraries in a controlled cross-domain, and adaptable way.?

Cloud Service Suppliers (CSS) have a deficiency in collaborative data exchange due to the adverse
consequences of releasing their information.® The obtained data poses a risk of exploitation by unethical users
for owners and administrators. Numerous encryption methods have been devised to address the challenges
associated with MI data sharing, yet they remain inadequate.® Cryptographic methods are introduced due
to the untrustworthiness of CS servers and the need to safeguard clients’ data privacy, necessitating data
encryption before transmission to the cloud. Conventional encryption methods, meanwhile, inhibit users’
ability to search, leading to a worse user interface. Accessible encryption systems have been formulated in two-
sample contexts, including symmetric-key and public-key frameworks, % to preserve search capabilities over
encrypted Ml information. Despite the greater efficiency of symmetric-key configurations compared to public-
key alternatives, several challenges remain unresolved regarding search terms on encoded MI information,
whether conducted by patients or healthcare professionals. The primary risks to healthcare information safety
are user-side authentication (ensuring the patient is an authentic user), server-side authentication, and storing,
retrieving, and searching Ml information without reliance on an authorized third party.

Recently, the BC technique has shown superior security and computational efficiency relative to traditional
cryptographic systems for cloud MDP. Consequently, BC is an essential technology for the upcoming Healthcare
4.0 regulations. A nuanced transformation in the healthcare sector is imminent, driven by wireless digital
health record methodologies, real-time MI data collection via wearable devices, Artificial Intelligence (Al), and
enhanced data analysis. It will improve healthcare presentation and the calculation of results in the next years.
Healthcare 4.0 denotes the forthcoming upheaval. The phrase has emerged from Industry 4.0 and the following
evaluation of Internet of Things (loT) applications.?”

Consequently, Healthcare 4.0-enabled e-healthcare is developing technology to monitor the wellness of
isolated patients. The MDP of health information, including digital images, is susceptible to several security
concerns. These vulnerabilities may occur during the transfer of electronic Ml from the EL to the CS level or
while obtaining stored data from the CS to the authorized user at the EL.® Existing BC-based safety measures
provide promising outcomes; nevertheless, they are hindered by constraints such as processing ineffectiveness,
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vulnerability to quantum threats, and challenges in effective Ml archiving and retrieving. This research proposes
a unique architecture that integrates efficient image processing algorithms, an inexpensive cryptographic
mechanism, safeguards against quantum threats, and robust security measures to address these limitations.

Literature review

Safeguarding MI data is crucial in light of the increasing frequency of cybercriminal assaults. Recently,
there has been a concerning increase in the number and magnitude of MI data breaches. Furthermore, as
MI equipment increasingly links to other healthcare facilities and worldwide networks, the risk of many cyber-
attacks emerges as a significant hazard. Attacks on hardware and software infrastructures may jeopardize the
wellness of patients, impair electronic health information, and result in loss of information.® In 2021, security
breaches in healthcare impacted around 25 percent of consumers in the United States. Images are disseminated
over social channels, using integrated hidden data such as steganography and watermarking or encryption
methods, including symmetrical and asymmetrical cryptographic methods, e.g., ECC, chaotic approaches, and
sophisticated encryption standards.

In the present context of MI safeguarding, digital watermarking entails concealing information inside
transmitted images in a manner that remains invisible to the human eye.(” The incorporated watermark
will serve as a crucial instrument for detecting any compromise in the whole content of the data. Many
critical criteria, including security, concealment, and payload, determine watermarking techniques’ efficacy.
(1 Watermarking is an exceptional option for safeguarding patients’ confidential information during telehealth
data transfers. Over the past ten years, several strategies for picture watermarking have been proposed in the
literature, focusing on characteristics such as human interpretation, inclusion domain, and detection, among
others. (12,13

Steganography involves concealing private data by embedding it within an innocuous message during
interaction, ensuring that only the sender and intended recipient know the secret’s presence. In contrast,
the primary objective of watermarking is to integrate a message into a host item, rendering it irretrievable.
Steganographic methods are categorized into spatial domain methods and transform domain methods. %

Cryptography is a crucial mathematical instrument for ensuring network security preventing the theft,
duplication, and unauthorized dissemination of sensitive data. In recent years, many picture encryption
techniques have been proposed in the literature to enhance the safety of Ml communication. These strategies
are based on fundamental mathematical ideas or established data encryption technologies. In recent years,
chaos-based MI encryption algorithms have garnered significant academic attention due to their remarkable
characteristics, including sensitivity to beginning circumstances and control variables, ergodicity, randomness,
and volatility.

Zhang et al."™ proposed a novel multiple-image encryption technology using DNA encoding and a chaotic
system, whereby the combination and diffusion processes are conducted on a 3D DNA matrix. Chen, J et
al.(® suggested an effective MI encryption method based on autonomous permutation dispersion and DNA
random coding. The proposed encryption technique consists of n rounds, each including four stages: DNA
arbitrary encoding, autonomous combination, autonomous diffusion, and DNA random decoding. Conversely,
Belazi, A et al.” proposed a novel chaos-based encryption system for MI, developed via chaos theory and
DNA computing synthesis. This system has two encryption stages, initiated with a key creation layer using
the SHA-256 hash algorithm. Recently, Zefreh EZ'® proposed an innovative MI encryption approach using an
intersection framework for DNA processing, chaotic systems, and hash algorithms. This approach entails DNA-
level permutation and dispersion, whereby a mapping function derived from the logistic map is used on the DNA
MI to alter the positions of pixels randomly.

Conversely, ECC has lately garnered significant academic interest because of its essential attributes, including
minimal computing demands, reduced memory consumption, compact key sizes, and elevated security levels.
Consequently, many ECC-based picture encryption techniques have been developed to tackle security concerns
in recent years. In 2021, Benssalah, M et al.("™ introduced a novel encryption strategy using chaotic systems,
whereby the keys are generated after the exchange of an arbitrary spot on an elliptic curve (EC) via the
ECDH key exchange algorithm. This approach uses the logistic map to produce chaotic sequences based on
starting parameters obtained from the common EC point. In 2022, Hayat et al.?” developed a unique picture
encryption technique using elliptic curves over finite rings. The technique consists of three primary processes,
with the first step including the masking of the plain picture using points from an EC over a limited ring. In the
second stage, dispersion in the masked MI has been generated by mapping from the EC over the limited ring
to the EC over the limited field. The approach seems safe in most respects, yet this strategy employs intricate
ECC over the Galois field with a substantial quantity of rational points. In 2020, Farwa, S et al.®" introduced a
novel MI encryption system that employs Fresnelet dispersion in the wave-propagation field, coupled with an
EC-based reversible scrambling impact to provide substantial uncertainty in encryption.
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Multimedia Data Processing framework using Embedded Elliptic Curve Cryptography (MDP-EECC) inside an
IMS

This study proposes a novel, reliable, and comprehensive framework for executing Ml data operations,
including secure multimedia MI archiving, sharing, and retrieval, using BC, FL nodes, and CS while minimizing
space and time requirements.? To reduce computational expenses and provide stringent security standards,
MI are encrypted with minimal EECC-based cryptographic algorithms that use ECDS for checking signatures and
ECDH for decoding and encoding processes.?¥ To safeguard against tampering, forgery, and quantum risks using
BC technology, a BC layer that interfaces with the CS has been proposed to retain metadata obtained from the
CS layer. The experimental investigation using various datasets demonstrates the privacy and dependability of
the proposed integrated EECC architecture.®)

Many wireless and wired gadgets, detectors, and devices have been installed in medical facilities, nursing
homes, drug stores, and many other care settings, resulting in the constant and exponential collection and
dissemination of vast data.?® Despite progress in intelligent and integrated healthcare, additional studies,
innovation, dissemination, and impact are necessary to achieve IMS. Safety and privacy protection are critical
problems in IMS.

This section presents figure 1, which illustrates the proposed MDP-EECC for the IMS paradigm, including MDP
with CSS and BC technologies.?® A proposed cohesive framework has been developed, as seen in figure 1, by
incorporating all significant advancements of the evolving IMS. The bidirectional links among the components
facilitate MI’s transfer and reception.® The suggested system has five elements: data holders (loT nodes
or patients), medical users, FL servers, CSS, and BC. Figure 1 illustrates the several strata of IMS creation,
including an EL, an FC, a CS, and a BC layer. Wireless Body Area Network (WBAN) servers, mobile phones,
personal computers, and other loT gadgets constitute the EL.? FC layer registrations are fog authentication
services that transfer data center processes to fog nodes to save bandwidth and ensure fast data rates.?
The CS layer executes archiving functions, whereas the BC layers are liable for the circulation capacity of CSS
information and logs within the chain of multiple blocks. This is purportedly the first effort to delineate the
four layers of IMS.

Medical
user

ﬁ

css
9 level

v

“ EBC
“ '~ level

Figure 1. Proposed MDP-EECC for IMS
Initially, the MI detected by WBAN nodes affixed to every patient seems to have been gathered and
authenticated by intelligent hospital methodologies. The identified data is then encrypted and sent to the
FC nodes.®" Before transportation to CSS archiving, data undergoes an examination at fog nodes, requiring
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indexing. To provide adequate security against diverse vulnerabilities, access records, and analytics were
established and preserved on a distributed private BC for each inbound encrypted information from the victims.

Elements and Presumptions of the System

This section delineates the fundamental elements of the proposed model and their respective functions.
Figure 1 illustrates the architecture of the EECC-enabled safe and IMS framework. Consequently, the proposed
model has meticulously delineated components and their interrelations.®? The following five elements comprise
the suggested model:

» Internet of Things Node (IN): It is a component containing multimedia Ml intended for storage or
retrieval from the IMS. This entity has complete control over their medical information.®¥ loT nodes may
establish access control rules for their Ml and offer cryptographic keys and analytics. This node may do
local audits and modify its data using newly generated cryptographic keys.

» Medical User (MU): An element that seeks to get Ml from a CSS associated with a specific blockchain
of an IN. It is only achievable with the consent of the designated IN. Healthcare personnel, including
doctors, nurses, radiologists, physicians, and others, together with caregivers and medical insurance
providers, often possess MU. The MU may send an inquiry to the CSS, which will retrieve the BC’s meta-
data, followed by the encrypted multimedia MI.

« FC: The FC is an element that facilitates fog operations via one or more tangible items equipped
with detecting capabilities, such as gateways. IN transmits encrypted information to FC, while MU
submits search queries to MU. FN authenticates the data and transmits it to CSS. It retrieves data from
CSS, verifies it, and then transmits it to the specified recipient, IN or MU. FC functions as an intermediary
between CSS and EL entities without data retention.

o CS: CSS may be either public or private. This element is responsible for saving the encrypted
multimedia MI sent by IN. It also requires the retention of analytics and access records for all received
encrypted information on the BC.

« Private BC: The function of Private BC is to encrypt the associated metadata and access logs of
each newly created data segment inside the system. The system’s data and MU records are distributed
on the blockchain to facilitate search capabilities and address quantum hazards arising from parallel
computing resources and other common dangers like manipulation. Hyperledger and Ripple are two
prominent BC platforms used to decentralize BC technology.

The presumptions of the proposed EECC for IMS are defined below. %

« Each IN aids patients by transmitting multimedia MI directly via optical detectors.

» In the EL, connectivity among IN is safe and utilizes energy-efficient conventional routing and
clustering methods. The FC layer comprises FC nodes, including access points, that are responsible for
gathering encrypted data, validating it, and transmitting it to CSS.

« The CSS may be classified as public or private based on real-time application requirements.

« BC is believed to be confidential and to possess financial connections to a certain healthcare
facility. Mutual contracts with hospital administrators govern financial interactions between BC CSSs and
other physical infrastructures.

e The system has already registered and approved each IN, which may be an owner of information
or a MU. The standard registration procedure for new IN will be implemented, and individual IDs will be
created.

« Designated users possess connectivity to a BC (either the MU or the IN).

» The hospital management may provide a designated cohort of users.

EECC
The proposed approach is intended to store multimedia data inside a FC and BC framework safely. > Below
is a sequential analysis of the proposed EECC method through an elucidation of the relevant notations:

Algorithm: MDP-EECC
Parameters:
IN: MI data (specifically, a chest X-ray picture).
TS: A timestamp produced by the system to guarantee authenticity.

Phase 1: At IN (EL node)
1.1. Scan the Chest X-ray picture: The image is transformed into a collection of pixels or Ml data for analysis.
1.2. Implement inverse: A conversion is performed on the picture data (mod 256,255D).
1.3. Obtain arbitrary numbers: A generator, r, produces an arbitrary value used for encryption.
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1.4. Key creation using ECC: the confidential key (Pr) and public key (Pu) of ECC are produced.

1.5. Calculate the common secret key (Sh) using ECDH: Both the IN and the MI data owner derive a shared
secret key from the EC of ECC.

1.6. If a shared key is present, the Ml information is encrypted with this key, producing ciphertext (uencrypt).

1.7. Upon success, the encrypted Ml is processed using a safe hashing technique (SHA-2).

1.8. Authenticate the encrypted MI using the pair (r,s) indicative of an ECDS. (r,s) denotes the ECDS signature
pair that verifies the authenticity of the data.

1.9. Transmit the encrypted MI information, index, and TS to the CS.

If any component of the encryption procedure is unsuccessful, the Ml is rejected.

Phase 2: At FC nodes

2.1. Acquire the Pu and authenticate it.

2.2. Generate a hash for the MI: Authenticate the reliability via SHA-2.

2.3. Verify signature: Authenticate the EC signature using (r,s).

2.4. If the signature is authenticated, transmit the data to the subsequent step (e.g., CS). Alternatively, the
Ml is rejected.

Phase 3: In CS level
3.1. Acquire the Pu and verify its authenticity.
3.2. Hash authentication: The hash of the encrypted information is computed and assessed for authenticity.
3.3. Signature validation: The signature is examined as in phase 2.
3.4. Upon verification, the Ml information is saved in CS or private BC, and an index for the information is
established and revised for further access. If authentication fails at any point, the Ml data is eliminated.

Phase 4: Stop

The multimedia data is safely archived after successfully completing the whole procedure.

This method guarantees the secure transfer and storage of MI data by integrating FC with BC technology.
Implementing ECDS and ECDH guarantees safe encryption and effective key exchange. Each phase incorporates
verification measures such as hashing and digital signatures to ensure data authenticity.

RESULTS AND DISCUSSION

The suggested model was run on a Windows 10 machine with 4 GB of RAM and an Intel® Core i5 CPU. It
has evaluated the proposed image processing techniques on chest X-ray MI of COVID-19-infected patients.
We have gathered chest X-ray MI from the@. A 150 chest X-ray MI collection has been obtained from this
database for performance evaluation.

[1]

[3]

[19]

Proposed EECC
1 2 3 4 5 6 7

Test X-ray images

25

2
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o

Encryption time
n
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Figure 2. Encryption time analysis (in seconds) of various cryptographic schemes for MDP in IMS

Figure 2 shows the encryption time analysis of various cryptographic schemes for MDP in IMS. The suggested
EECC consistently performs better than competing methods by exhibiting the shortest encryption time
throughout the test images. For Test Image 1, EECC registers 12,45 seconds, while reference records 18,99
seconds,™ records 17,51 seconds,® records 21,34 seconds." Comparably, Test Image 7 demonstrates 12,99
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seconds for EECC, while the alternative approaches exhibit longer timeframes. This illustrates that EECC offers
a more efficient encryption mechanism than other cryptographic systems, particularly in managing multimedia

Ml in IMS.
m[l]
m[3]
[19]
Proposed EECC
1 2 3 4 5 6 7

Test X-ray images

— = =
L S =A== T O R =S o ' o]

Decryption time

Figure 3. Decryption time analysis (in seconds) of various cryptographic schemes for MDP in IMS

Figure 3 depicts the decryption time analysis (in seconds) of various cryptographic schemes for MDP in IMS.
The proposed EECC consistently demonstrates the shortest decryption times for all test images, underscoring
its efficiency relative to alternative cryptographic algorithms. In test image 1, the proposed EECC attains a
decryption duration of 8,30 seconds, whereas the durations for other methods vary from 11,67 to 14,23 seconds.
This pattern persists across all images, whereby the proposed EECC exhibits markedly quicker decryption
timings, establishing it as the most optimal and productive method for reducing decryption delays in MDP inside
the IMS framework.

The encryption time refers to the complete duration for creating the encrypted message at the IN. In
contrast, the decryption time denotes the entire time needed to retrieve the primary Ml at the medical
user node using the cryptographic decryption function. The findings indicate that the suggested ECC-based
technique executes all cryptographic operations more swiftly than existing state-of-the-art approaches. The
tiny key size necessitates reduced calculation time and space needs in the proposed EECC system for MDP in IMS.

CONCLUSIONS

This paper introduces a Multimedia Data Processing architecture using Embedded Elliptic Curve Cryptography
(MDP-EECC) inside an IMS. The EL collects and transmits routine health data from the patient to the higher
tier. The multimedia information from the EL is securely saved in BC-assisted CS via FC nodes using basic
cryptography. Medical experts do secure searches of such data for therapeutic or monitoring objectives.
Cost-effective cryptographic techniques are proposed via the implementation of EECC using ECDH and
ECDS algorithms to guarantee the security of MDP while maintaining privacy. The proposed method is evaluated
using publically available chest X-ray images. The suggested EECC consistently performs better than competing
methods by exhibiting the shortest encryption time throughout the test images. The proposed EECC consistently
demonstrates the shortest decryption times for all test images, underscoring its efficiency relative to alternative
cryptographic algorithms. In test image 1, the proposed EECC attains a decryption duration of 8,30 seconds,
whereas the durations for other methods vary from 11,67 to 14,23 seconds.
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