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ABSTRACT

People have been impacted by COVID-19 not just physically but also psychologically, and the epidemic has had 
a significant societal impact, particularly in underdeveloped nations. During such perplexing circumstances, 
there is undoubtedly a significant increase in psychosocial discomfort. On the other hand, more people are 
now seeking mental health assistance. The researcher identified a tool to help promote mental wellness 
and bring about a behavioural change in people’s minds using the broaden and build theory of psychological 
wellness (Fredrickson 1998), with the goal of promoting positivity and mental well-being. This was done 
by utilising design research methodology and human centred design principles. Through the use of human-
centered design, the study illustrated how issues can be found, verified, and their impact mitigated through 
the use of an intervention. In order to delve deeply into the problems that emerged during the COVID19 
pandemic and ultimately lessen the psychological effects of a pandemic, the research will help the public in 
times of hardship and policy makers. By offering suitable, sympathetic insights and solutions in relation to 
human-centered design, and particularly in terms of design for the healthcare and wellness space, the study 
results also demonstrate further steps towards developing advanced design research during a psychosocial 
distress situation on people’s mental wellness.
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RESUMEN

La COVID-19 ha afectado a las personas no solo a nivel físico sino también psicológico, y la epidemia ha 
tenido un impacto social significativo, en particular en las naciones subdesarrolladas. En circunstancias tan 
desconcertantes, sin duda se produce un aumento significativo del malestar psicosocial. Por otro lado, ahora 
más personas buscan asistencia en materia de salud mental. El investigador identificó una herramienta para 
ayudar a promover el bienestar mental y generar un cambio de comportamiento en la mente de las personas 
utilizando la teoría de ampliar y construir el bienestar psicológico (Fredrickson 1998), con el objetivo de
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promover la positividad y el bienestar mental. Esto se hizo utilizando la metodología de investigación de diseño 
y los principios de diseño centrado en el ser humano. Mediante el uso del diseño centrado en el ser servicios 
en la nube, incluidas bases de datos, aplicaciones y almacenamiento, a través de una red. El Internet de las 
cosas (IoT) ofrece una amplia gama de aplicaciones de campo para la monitorización continua en muchas 
industrias, incluida la atención médica. Se realizan numerosos estudios para garantizar la privacidad de los 
datos de los pacientes. Otro componente desafiante de los sistemas de salud es el uso de datos de pacientes 
de dispositivos IoT para predecir enfermedades. Proteger la información confidencial del acceso no autorizado 
es necesario para aumentar su seguridad. Para mejorar la privacidad de los datos en la nube, se han aplicado 
muchos algoritmos criptográficos clásicos. Sin embargo, persisten algunos problemas con la privacidad de los 
datos debido a su seguridad inadecuada. Como resultado, este artículo propone un método innovador para 
proteger la privacidad de los datos en la nube. El sistema de cifrado EGEC sugerido puede ser utilizado por los 
usuarios que poseen los datos para descifrar datos como, por ejemplo, operaciones de suma y multiplicación.

Palabras clave: Cifrado; Descifrado; Diabetes; Aprendizaje Automático.

INTRODUCTION 
IoT gives businesspeople the tools to improve their business processes and challenges them to reevaluate 

how their companies are conducting business. IoT is widely used in manufacturing, transportation, and utility 
associations, allowing for the use of sensors and other IoT devices.(1) Nonetheless, it has furthermore added 
to electronic change for particular affiliations by settling utilise cases for partnerships in the agriculture, 
infrastructure, and home atomisation sectors. IoT in agricultural can benefit ranchers by streamlining their 
tasks.(2) IoT can also be used in a number of other agricultural domains, including insect monitoring, irrigation, 
soil humidity monitoring, and water quality monitoring. Internet of Things (IoT) tools utilised in the agro sector 
include PIR sensors, ultrasonic range devices, and web cameras.(3) Using IoT in agricultural has several major 
benefits, including cost effectiveness, optimising water use, and producing high-quality crops. Connectivity 
limitations, the difficulty of developing an IoT product, security concerns, and time and resource constraints are 
some of the challenges associated with IoT in agribusiness.(4) The Internet of Things is being used in agriculture 
for a variety of purposes, including soil quality detection, weather monitoring, and crop monitoring.(5) IoT 
technology aid in reducing waste and raising productivity for formers. From anywhere at any time, the formers 
can keep an eye on the field conditions.(6) Every industry is impacted by the Internet of Things, including retail, 
finance, and medical services. An effective means of safeguarding interconnected IoT networks and devices 
is through IoT security.(7) The primary obstacles to IoT security include financial and functional limitations, 
insufficient security knowledge, rapid implementation, and newly established markets.(8) IoT network security, 
authentication, IoT encryption, and IoT API security are some of the emerging technologies that are employed 
to address the security issues in IoT. The most widely used IoT security technologies are Flutter, Eclipse IoT 
Project, and Node RED. unsecured web interfaces, inadequate authentication, unsecured mobile interfaces, 
insecure software, and inadequate physical security are the main IoT security problems with IoT devices.(8) 
Numerous vulnerabilities exist in IoT, including poor authentication, unpatched vulnerabilities, and vulnerable 
APIs.(10) DDoS attacks, botnet attacks, and malware-based attacks are a few significant IoT security threats. 
Wearable technology carries a significant risk in that it occasionally gathers a lot of personal data from users.
(11) Unauthorised individuals can quickly learn the secret information. The typical IoT security vulnerabilities 
are guessable passwords, lack of network access security, insufficient privacy protection, and lack of device 
management.(12) The primary hazard in IoT is hacking. For IoT users, privacy is still a big concern. Companies that 
produce and ship Internet of Things (IoT) gadgets to customers, for instance, occasionally utilise those devices 
to obtain and resell personal data. In addition to disclosing private information about specific individuals, 
IoT poses a threat to the foundation, which includes transportation, energy, and financial services.(13) For this 
market to succeed, linked IoT devices must have end-to-end security. In order for all parties to be able to 
rely on a safe and reliable market, businesses must be in charge of integrating security from the beginning 
and at every point of the IoT value chain. The variety of the IoT industry necessitates a flexible security 
architecture and light-touch regulations that ensure market security while encouraging growth and successful 
IoT development. The mobile sector is best suited to create and execute a sufficient security framework that 
satisfies these needs because it has vast experience offering safe, dependable solutions.(14) 

Research Objectives
Information may now be processed and saved by devices all around the world to be accessed at a later time 

thanks to the Internet of Things. To comprehend this potential possibility, though, is hindered greatly by the vast 
distance that exists between data collecting and processing/analysis capabilities.(15) The newest innovation, 
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cloud computing linked with IoT, combines multiple internet-connected technologies to deliver applications in 
real-time across multiple environments and places. The health sector has profited greatly from the introduction 
of IoT, which is used for everything from treating chronic diseases to preventing various health disorders.(16) The 
advent of cloud computing combined with IoT to the healthcare industry offers a number of advantages, such 
as high performance, virtualisation, scalability, and reliability.(17) Healthcare resource sharing will be improved 
by the development and use of public clouds. It saves a tonne of running costs while building a very effective 
patient observation and control system. IoT also guarantees convenience for other healthcare tasks, such as 
patient tracking and monitoring.(18) IoT devices gather healthcare data through remote access mechanisms that 
provide certain security and privacy problems. The sensor gathers data, which is then sent via the internet to 
cloud storage.(19) Since the data is secured in one place, it creates security risks and allows for breaches and 
assaults. The introduction of IoT, key aspects, its framework, security needs for IoT, how to protect IoT devices, 
and various security threats on IoT have all been covered.(20) Connectivity, sensing, heterogeneity, and a dynamic 
environment are the key components of the Internet of Things. Some methods for safeguarding IoT devices 
were proposed in this study article, including hardware tamper resistance, failover design, device identity 
spoofing, and strong authentication. According to,(21) IoT devices should meet certain basic security standards. 
The small size of multiple linked devices and limited processing power may cause problems for encryption and 
other strict security measures. Because of their size and the methods used to provide protection, people need 
to consider the disadvantages of devices.(22) The difficulties in implementing end-to-end security and embedded 
system protection are the findings of this study. The numerous surveys and technical evaluations on the subject 
of IoT applications in health cloud systems, cloud data privacy, and diabetes and heart disease prediction.
(23) The proposal aims to use ElGamal elliptic curve homomorphic encryption to address privacy concerns with 
cloud data. In Internet of Things (IoT) based health cloud systems, the HERDE MSNB approach is also utilised to 
guarantee security and disease prediction.

The organization of the remaining sections is as follows: section 2 provides an informative survey on related 
works pertaining to the role of IoT in the health care system, in Section 3 provides the implementation of a 
privacy-preserving IoT based health cloud system. Section 4 presents the findings and discussion of the proposed 
model, and Section 5 concludes the work.

Proposed system
Disease overview

Diabetes condition poses major health hazards since it prevents different areas of the body from obtaining 
energy from meals. Diabetes is a condition when the blood’s amount of insulin rises. For diabetic people, a 
threshold value of 126 milligrammes per decilitre (mg/dL) is deemed dangerous. It is a natural occurrence 
for food particles consumed by humans to be transformed into glucose and combined with blood. When food 
is broken down by the human digestive system, the blood glucose level rises. The body’s cells will use the 
sugar combined with blood to provide energy for the human body. The pancreas produces insulin, which is 
used in the aforementioned process.(24) India is referred to as the global hub for diabetes, with data showing 
that 50 billion people worldwide suffer from the disease. India is therefore having difficulty overcoming the 
situation. Nevertheless, the medical analysts suggested that diabetic people can overcome their condition and 
enjoy normal lives if they make the correct early forecast and decision. India is the nation with the greatest 
number of diabetic patients, and we also have a serious health problem there. According to the World Health 
Organisation (WHO), excessive blood sugar caused 3,5 million deaths in India.

Proposed Framework
The cloud is currently the IT industry’s fastest-emerging technology. The cloud allows us to store and retrieve 

data. Data security and privacy preservation are the most common issues in the cloud. Protecting confidential 
information from unauthorised access is necessary to increase its security. To improve privacy while protecting 
cloud data, a variety of conventional cryptographic techniques have been applied. However, because of its 
lower security, there are still certain issues with privacy protection.(25) Therefore, this chapter proposes an 
ElGamal Elliptic Curve (EGEC) homomorphic encryption strategy to protect cloud-stored data secrecy. The 
ElGamal Elliptic Curve (EGEC), a novel and effective technique, is presented in this study to protect the 
privacy. Examine the multi-cloud model depicted in figure 1 in this context. It combines the capabilities of 
public and private clouds. User data is encrypted and kept in a private cloud using the EGEC technique. Data 
saved in a public cloud is shared via cloud storage and is accessible with restricted access through the use of 
an access policy. The homomorphic scheme is actually an algorithm for symmetric cryptography. However, the 
suggested method implements the homomorphic scheme as an imbalanced cryptography computation since 
EGEC is modified in accordance with the homomorphic scheme’s capabilities and makes use of a 512-digit 
key size. This approach takes advantage of a multi-cloud environment to securely store and retrieve data 
while addressing a number of security issues, such as data integrity and management accessibility. The client 
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requests access to information held in distributed storage by sending a solicitation. In order to restrict access 
to cloud data, the cloud server verifies the specifics of the entry plan. After access is restricted, keys are 
generated. Using a technique known as message encoding, messages are addressed as Elliptic bend focusses in 
this study. ElGamal Elliptic Bend (EGEC) Homomorphic Encryption is used to jumble these focusses. Thus, the 
disorganised concentrations undergo a fully homomorphic process before being dispatched to the designated 
customer.(26,27) Finally, the homomorphic systems and ElGamal Elliptic Bend (EGEC) decoding technique are used 
to produce a unique point. The final stage in communicating the Elliptic bend focusses into a message is message 
interpretation. The suggested approach takes advantage of a multi-cloud environment to ensure the security of 
cloud information. Consider a clinic for medical purposes. The information owner is the medical clinic overseer, 
who can manage the entire security system, assign tasks to clients, and maintain each client’s unique secret 
phrase. The cloud service provider (CSP) acts as a go-between for the data user and the hospital administration. 
Among the people who use data in a hospital context are doctors, nurses, patients, and receptionists. The cloud 
server checks the request’s access policy each time a user submits a request to access data stored in the cloud 
before allowing the user access authorisation to obtain the needed data from the cloud.

Significant age inside A calculation is utilized in cryptography to create keys. Produced keys are generally 
utilized for information encryption and decoding. The most common way of changing over a message into 
elliptic bend focuses is known as message encoding. Plans using the ElGamal Elliptic Bend (EGEC) can encode 
and decode explicit focuses on the elliptic bend — not text information that is placed. Consider an information 
instant message to be encoded in the recommended manner. The info message is separated into fixed-size 
blocks, with one person making up each block. Then, an ASCII esteem is doled out to each person in a text, and 
these qualities are then straightforwardly planned to the focuses on an elliptic bend. The most common way of 
transforming figure text into plain text is called unscrambling. The recommended work includes the extraction 
of the code point from the scrambled point by homomorphic calculation, like expansion or augmentation 
activities.(28,29)

Figure 1. Proposed Framework

RESULTS AND DISCUSSION
One well-known open-source cloud operating system that supports many cloud settings is called OpenStack. 

The host computer must have at least two gigabytes of RAM, twenty gigabytes of disc space, Internet access, 
and a processor with hardware virtualisation extensions. The Java programming language has been used to 
implement the suggested EGEC scheme.

An extensive variety of execution boundaries, including execution time, encryption and decoding time, 
memory use, and encryption and unscrambling throughput, are utilized to assess the trial results for both 
existing and new frameworks. Framework activity for randomisation and encryption (MORE) and polynomial 
activity for randomisation and encryption (PORE) are the ebb and flow approaches used in this exploration 
attempt.
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How much time expected by the technique to change over plain text into figure text as well as the other 
way around in distributed storage is known as execution time. Figure 2 thinks about the execution seasons of 
the proposed EGEC conspire and the flow frameworks in light of various key sizes.

Figure 2. Comparison of Execution Time

Figure 3. Comparison of Encryption Time

Figure 4. Comparison of Decryption time
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The time it takes the calculation to interpret the encoded content once more into plain text is known as 
the unscrambling time. One more method for communicating the unscrambling time is in milliseconds. Figure 
4 looks at the decoding seasons of the proposed EGEC conspire with the current methods. 

The timeframe the calculation takes to change the information text into figure text is known as the 
encryption time. Milliseconds can be utilized to communicate the encryption time. Figure 3 analyzes the 
encryption seasons of the recommended EGEC plot with the momentum plans.

Figure 5. Comparison of Memory Usage

The amount of memory expected to execute the encryption and decoding calculations is known as memory 
usage. The ongoing methodology involves 43,2 KB of Smash for MORE and 32,8 KB for PORE. In 26,2 KB of 
memory, the recommended EGEC homomorphic framework was executed. The memory use of the MORE, 
PORE, and proposed EGEC homomorphic procedures is portrayed in Figure 5. As per the memory utilization 
investigation, the EGEC Homomorphic technique, which we introduced, requires less memory.

CONCLUSIONS
Secure cloud information is guaranteed by the proposed ElGamal Elliptic bend homomorphic encryption. Six 

unmistakable cycles make up the proposed EGEC homomorphic encryption: key age, message encoding, EGEC 
encryption, EGEC unscrambling, and message deciphering. At the point when a client demands admittance to 
information put away in the cloud, the CSP checks their consent of access. EGEC homomorphic encryption is 
utilized by the information proprietor to encode the information. On scrambled information, the homomorphic 
activity is done. The first message is acquired by applying the EGEC unscrambling procedure. The ElGamal 
Elliptic bend homomorphic encryption framework that has been proposed is analyzed as far as execution time, 
encryption time, unscrambling time, memory utilization, and throughput for both encryption and decoding. 
Examinations are made between the proposed EGEC homomorphic encryption plan and current plans like MORE 
and PORE.
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